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ARMY ENDPOINT SECURITY SOLUTION 2.0

OPERATING WORLDWIDE TODAY

Deployed worldwide on NIPRnet and SIPRnet, the Army Endpoint Security Solution (AESS) provides 
Regional Cybersecurity Centers (RCC) with the most advanced tools and discovery capabilities for 
comprehensive cybersecurity protection, detection, and remediation. Everforth ECS delivers a managed  
service with 24/7/365 Tier 2 and 3 support, analyst/DCO training and all Operations and Maintenance.

DATA GOVERNANCE

 Powered by Advana

DELIVERING COMPLETE ENDPOINT SECURITY TODAY
Contractor-owned/operated managed service  Contractual SLAs/KPIs  Continuous innovation

PROJECT HIGHLIGHTS

750K
Endpoints managed 

(Desktops/Servers/VM)

1.5M
Malicious events

blocked every month

Global NIPR/SIPR migration to AESS platform within 7 months of ATO

Global NIPR/SIPR infrastructure deployed and operational within 10 months

2 million new file reputations created

Hybrid-Cloud ready (AWS, Azure, Google Cloud Platform, IBM Cloud)

Continuously Maintained Authority to Operate (ATO) since 1/4/2019
HYBRID MULTI-CLOUD SECURITY  

AND ZERO TRUST ARCHITECTURE

EverforthTM ECS®’ ZTA solution provides a unified and integrated platform to provide 
security of assets and data in a hybrid multi-cloud environment. The architecture 

provides endpoint security, visibility, and remediation for on-prem, cloud, and virtual 
endpoints across the DODIN-A
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From the boardroom to the battlefield, Everforth ECS empowers our clients’ missions, amplifies impact, and drives lasting results with 
frontier technology solutions in AI, cybersecurity, cloud, and data platforms. Formerly known as ECS, the company remains focused 
on bringing the best of innovation to urgent mission needs across defense, intelligence, and federal civilian agencies. The company 
maintains partnerships with leading providers of AI, cybersecurity, and more, bringing proven, mission-ready commercial technology 
to the government when and where it matters most.
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ARMY ENDPOINT SECURITY SOLUTION 
ZERO TRUST HYBRID CLOUD REFERENCE ARCHITECTURE
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AESS is the only deployed 
cybersecurity solution to offer  
all endpoint security and 
management capabilities required 
by Joint Forces HQ DoDIN/DISA. 

Advanced Endpoint Security

Microsoft Defender for Endpoint: 
Integrated protection, detection, 
and response. 

Extended Detection & Response 
(XDR): Correlated analytics across 
endpoints and users. 

Comply-to-Connect (C2C): 
Enforces secure access by 
compliant devices only. 

Forensic Investigation & O&M: 
Deep endpoint forensics with full 
lifecycle support. 

Visibility, Intelligence 
& Automation

Endpoint Visibility & Reporting: 
Enterprise-wide endpoint health 
and activity insight. 

Threat Intelligence Integration: 
Enriched detection from classified 
and open-source feeds. 

USIEM: Unified monitoring and 
alerting across security systems. 

Analysis of Alternatives (AoA): 
Data-driven modernization and 
tech assessments. 

Global Mission Enablement

COCOM Support – AFRICOM: 
Forward-deployed endpoint 
security and visibility. 

AFRICOM Storage Expansion: 
Scalable storage to support 
regional ops. 

Collaborative Dev Environment: 
Secure, agile space for rapid 
prototyping and integration.
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